Section IV: Chapter Resources

Chapter 1: 
LAN/WAN Networking: An Overview

Objectives

After reading this chapter and completing the exercises, you will be able to:

· Define and identify the different types of networks 

· Describe the history of LANs and WANs

· Discuss LAN and WAN integration, including the basic functions of bridges, routers, gateways, and switches

· Describe network protocol integration methods

· Explain the preparatory steps of network design

Teaching Tips

Network Types Defined

1. Introduce students to networking concepts by first, discussing types of networks that they may understand. For example, discuss how the human body is a network of pathways that carry blood and oxygen throughout the body. Shift the discussion to other types of human networking that demonstrate the flow of information. These may include: networks of friends, networks of relatives, networks of people in the same career field. 

2. Discuss the similarities between computer networks and telephone networks. Point out to students that the computer networking technology has advanced far more rapidly than other types of communication networks.

3. Introduce students to the acronyms: LAN, MAN, and WAN. Compare the characteristics of each type. Include the discussion of an enterprise network’s characteristics.

4. Explain that the differences between LANs, MANs, and WANs are becoming less well defined. Factors that can be used to distinguish one type of network from another are: (1) communications medium, (2) protocol, (3) topology, and (4) private versus public networks. Provide examples of each of these factors. When discussing private networks, include the definition of VPN.

5. When discussing the term protocol, point out the differences between a packet and a frame. Discuss the two terms in relation to where they reside in the OSI model.

Computing Events That Set the Foundation for LANs and WANs

1. Stress to students that the basic requirement for communication remains the same: to reach more people in more places with ease and speed. Because of this requirement, researchers are constantly looking for ways to improve our existing means of communication. This section reviews how communication has improved since the 1800s.

A Brief Timeline of Events Leading Up to LANs and WANs

1. When discussing the timeline, point out the events that helped pave the way for computer networking as we know it. For example:

· Invention of the electrical telegraph and Morse Code

· Invention of the telephone

· Development of Pulse Code Modulation as a predecessor to data coding schemes (8-bit)

· Development of the transistor and the first hard disk drive by IBM

· Development of the first laser (used in fiber-optic communications)

· Development of EBCDIC and ASCII coding methods

2. Mention to students that an example of the first wireless network was the practice of sending smoke signals. 

A History of LANs and WANs

1. Discuss the development of ARPANET.  Point out to students that the development of the early networks such as ARPANET were made possible due to the efforts of educational and research institutions throughout the United States. Note that IBM and other large companies declined participation. 

2. Emphasize the events that were key to the success of data networking. For example:

Development of UNIX OS

Development of Ethernet

Creation of important network applications such as FTP and Telnet

Development of TCP and later IP

ARPANET adopt TCP/IP as its main protocol suite

Birth of Internet due to the split between ARPANET and Milnet (Military Network)

Development of T-carrier services at 1.544 Mbps

3. Discuss the birth of the IBM PC and it’s affect on networking as we now know it. Point out that the operating system used by the IBM PC was Microsoft’s MS-DOS. Discuss the importance of this partnership. For example, had IBM chosen another operating system, would Microsoft be where it is today.

4. Note that the earlier networks were mostly WANs. The Internet is, in fact, a very large WAN. Discuss the impact of modems in allowing home computer users access to the Internet.

5. TCP/IP is the standard protocol used across the Internet. Discuss the importance of adopting a standard protocol to ensure the success of the Internet. Further discuss, what might have happened if ARPANET did not adopt TCP/IP as its standard in 1982. Stress to your students the importance of setting standards to ensure compatibility.

Quick Quiz

1. True of False: Computer network communications has not evolved as quickly as telephone communications.

Answer: False

2. A WAN is composed of two or more _________________.

Answer: LANs or MANs

3. What type of network connects many different kinds of users in one organization or throughout several organizations?

Answer: enterprise network

4. In what year did Alexander Graham Bell construct the first telephone system?

Answer: 1876

5. What protocol was developed to address the issue of network management?

Answer: SGMP, later called SNMP

LAN/WAN Integration

1. Explain to students that prior to the popularity of PCs, users accessed programs and stored data on remote devices called mainframes. Users interfaced with the mainframe through the use of “dumb” terminals. Explain that the term “dumb” was used to describe the terminals because they could not be used to store information locally (they had no brains). Discuss the use of SNA to enable communications between terminals and mainframes.

2. Discuss the advancement of replacing terminals with PCs or workstations. Further discuss how mainframe computers are being replaced by smaller specialized servers such as file, database, and e-mail servers. Stress to students that mainframe computers are still in use on some networks.

3. Discuss the development of Microsoft’s .NET architecture. Explain to students that with .NET, the distinctions between desktop and server computers grow much less distinct.

4. Explain to students that LANs and WANs are connected to other WANs and LANs via a backbone connection. The need for greater backbone capability grows with the need for faster communication across WANs. 

5. Briefly discuss bridges, routers, gateways, and switches. Mention that these terms will be discussed in more detail later.

Integrating Data between LANs and WANs

1. Discuss the term translation and what it involves. Mention that a translational bridge is used to convert data from one network type so that it can be read by another network type. An example of a translational bridge is one that would connect an Ethernet LAN to a Token Ring LAN.

2. In order to ensure the continual evolution of data networking, it is important that multiple protocols (or communication rules) be compatible. Data that was created on a Microsoft- or Novell-based LAN needs to be able to be carried across the Internet to another LAN of the same type. Explain how the process of encapsulation makes this possible.

Network Design Introduction

1. Designing a network is something that the students will learn throughout this book. This section looks at an overall introduction of network design. Inform students that they will be learning about each of these steps as they progress throughout the course.

2. Discuss the four steps listed in this section. 

Quick Quiz

1. The term SNA stands for _______________________.

Answer: Systems Network Architecture

2. What is the term that describes dividing computer power between servers and their workstation clients?

Answer: client/server computing

3. _________________ places the data frame or packet of one type of network inside the header format used by another network.

Answer: encapsulation

4. What is the name of the device that converts information from one type of LAN or WAN into a form that can be read by another type of LAN or WAN?

Answer: translational bridge

5. What is the first step in preparing to design and LAN?

Answer: understand how networks work in terms of protocols, access methods, and topologies

Class Discussion Questions

1. An example of the first wireless network was the use of smoke signals for communication. Ask students if they can find other examples of earlier communications networks. 
2. How has the development of data networking technology helped users become more productive?

3. How has the development of data networking impacted society’s evolution? 

4. Ask students if they think the development of the Internet has diverted society’s attention away from such research as space exploration?

Additional Projects

1. Have students research Pulse Code Modulation. What impact did this technique have on data coding schemes? Is it still used today?

2. Ask students to compare communication methods of today versus methods used thirty years ago. Compare the following:

Birth announcement

Finding out what movies are showing at a local theater

Finding out about your local weather

Doing a research paper for class

Sending a message to a friend or relative

Buying a book

3. Have students research Internet II. Ask them to describe its use and why it is being developed. Also they should compare what they find to the Internet as we know it.

Further Readings

1. Tomsho, Greg, Guide to Networking Essentials, Third Edition, Course Technology

2. Palmer, Michael J., Hands-On Networking Essentials with Projects, Course Technology

3. Webopedia Website, Online Dictionary for Computer and Internet Terms, http://www.webopedia.com
Technical Notes for the Hands-On Projects

The lab setup for Chapter 1 hands-on projects includes the following elements (see the table):

· A lab or other access to workstations that have Internet access and Web browsers

	HANDS-ON PROJECT
	WORKSTATION OR SERVER OPERATING SYSTEMS REQUIRED
	OTHER RESOURCES REQUIRED

	1-1
	
	Access to computer equipment locations across campus

	1-2
	
	Access to connection point between LAN and WAN

	1-3
	Workstations running Windows 2000 or XP
	

	1-4
	Workstations running Red Hat Linux 7.2
	

	1-5, 1-6, 1-7
	Workstations running any OS
	Web Browser

	1-8
	Workstations running Windows 2000 Server
	Administrator Privileges

Routing and Remote Access

DHCP Services

	1-9
	Workstations running Red Hat Linux 7.2
	

	1-10
	Workstations running Windows 2000 Server
	


Solutions

Answers to the Chapter 1 Review Questions

1. In preparing to design a network for an organization, which of the following would you consider in your assessment for the design?

Answer: d. all of the above

2. Which of the following types of networks is likely to cover the most distance?

Answer: b. WAN

3. Which device would you most likely deploy to enable a lower-cost path to be used for regular data and a higher-cost path to be used for multimedia communications?

Answer: c. router 

4. The _____________________________________ character coding method was developed as an alternative to Extended Binary Coded Decimal Interchange Code (EBCDIC).

Answer: American Standard Code for Information Interchange (ASCII)
5. Which was developed first, TCP or IP, and what do these acronyms represent?

Answer: TCP was developed first and the acronyms stand for Transmission Control Protocol and Internet Protocol. 

6. Which of the following network transport methods was developed first?

Answer: c. X.25

7. By 1998, which of the following had given the greatest push to Internet development?

Answer: c. business and commerce

8. What is a Request for Comment (RFC)?

Answer: An RFC is an informational document that can be prepared and distributed by any individual or group as a way to further networking, Internet, and computer communications.

9. A frame contains information about the destination of a computer transmission, but not about the source that created the transmission.

Answer: false

10. In the early 1970s the first WANs, such as the ARPANET, were intended for:

Answer: only a and b

11. The practice of enveloping one protocol inside the header of another is called __________________.

Answer: encapsulation

12. Depending on how it is designed, a switch can have characteristics similar to a ______________________ or a _____________________.

Answer: bridge, router 

13. What technology did the divestiture of AT&T Bell companies spur initially?

Answer: b. T-carriers

14. The first devices connected to ARAPNET so that host computers could communicate on this network were called _________________________________.

Answer: Interface Message Processors (IMPs)

15. The data unit that contains information related to Layer 3 is called a _______________________.  

Answer: packet

16. If you were connected to an IBM mainframe 20 years ago, you most likely used ______ for communications.

Answer: a. SNA

17. The first PC-based LAN used software that later became known as _________________________.

Answer: Novell NetWare

18. The physical layout of a network is called the __________________________.

Answer: d. topology

19. LAN emulation is a form of a(n)  ________________________ process and is used on _____________________ networks.

Answer: translation, high-speed (or ATM)

20. A(n) _______________________ or a(n) ____________________ can be used to link a LAN to a WAN.

Answer: bridge, router

Hands-On Projects Tips for Chapter 1

Project 1-1

This project is meant to be a visual experience for your students and to create an awareness of the prevalence of computer and networking devices. It is important for students to view first hand computer and networking devices, and this assignment is intended to provide an introduction to the devices in a fun way. Although many people use computer and networking technology, large numbers may have never seen certain types of devices or realized how many exist in a single organization. 

It may be necessary to schedule in advance the viewing of some parts of the enterprise network because of access restrictions that apply to certain areas.

It may be helpful to have the local network administrator available to demonstrate how a device is connected to the network and what function the device performs. It may also be helpful to ask the students to create a rudimentary (perhaps hand-drawn) diagram that shows how each of the different devices is interconnected on the network (depending on the size of the network).

This project will also help students to begin to understand why it is important to know the locations of network devices and to document a network in order to be able to troubleshoot problems and address future design needs.

Project 1-2

It is important and helpful for the student to understand and view the physical connection of the LAN to the WAN. It may be necessary to schedule a tour in advance, or to have all of the students tour at the same time. Access to the location where the LAN and WAN interconnection is made may have strict security measures imposed due to the sensitive nature of the equipment present and regulatory requirements.

Detailed questions are important, additional questions include:

· What types of physical media (cable) are used to make the connections?

· What types of physical interfaces are used to make the connections?

· What vendor or vendors is (are) used for the devices making the connections (for future reference in contacting the vendor for additional information)?

· What regional carrier is used for WAN connectivity, if applicable?

The contact with the network administrator is important for you and your students in order to learn from the network administrator how the network functions within her or his organization’s computing enterprise.

Project 1-3

In Step 2, students should report the types of connections that they see. Most likely, there will be at least a local area connection and a dial-up connection. 

In Step 5, the types of connections include:

· Dial-up to private network

· Dial-up to the Internet

· Connect to private network through the Internet

· Accept incoming connections

· Connect directly to another computer

In Step 9, the options listed include:

· Set up or change your Internet connection

· Create a connection to the network at your workplace

· Set up or change your home or small office network

In Step 11, students will see the network connections that are already set up, such as a local area network connection or a dial-up connection. 

Project 1-4

In Step 3, students should see information for connections such as eth0, lo, and ppp. You can supplement this project by discussing with your students the functions of each type of connection and the parameters students will see associated with these connections.

Project 1-5

In Step 5, Steve Crocker wrote the RFC, which is called Host Software and was submitted on April 7, 1969. 

One of the first things that the student will notice when viewing one or more RFC documents is that there is a standard format for an RFC. This is important because it defines the way in which the document is created and submitted for universal understanding. The standard format and design of the document also presents a good example of why standards are important from the initial creation of an idea, to its development, and finally to its implementation. Standards are very important for all aspects of computing, especially networks, because of the need for standard protocols or communications between networks. Many RFCs relate either directly or indirectly to networks, and the importance of these RFCs is that they define a standard structure for making network proposals, as well as for environments in which networks operate.

Project 1-6

The answers for Step 3 are:

a. IBM 360/75

b. The Internet Toaster

c. Internet Worm

d. Queen Elizabeth II sent an e-mail.

e. American Registry for Internet Numbers (ARII)

f. USENET was set up between Duke and the University of North Carolina (UNC) by Tom Truscott, Jim Ellis, and Steve Bellovin.

g. Information servers

Project 1-7

In Step 3, the speed of the NFSNET when it was started was 56 Kbps. In 1992, the NFSNET was upgraded to use T-3 lines at 45 Mbps.

In Step 4, John Schoch and Jon Hupp discovered the first "worm." The book The Shockwave Rider by John Brunner is the source.

In Step 5, the HyperText Markup Language was developed by Tim Berner-Lee. 

In Step 6, SABRE was an airline reservation system (for American Airlines) developed by IBM. The network consisted of terminals, telephone lines, and two IBM 7090 computers.

Project 1-8

In this project, students view where routing and remote access is set up on a Windows 2000 Server. 

In Step 3, students should notice the router roles that include:

· General

· Static Routes

· DHCP Relay Agent

· IGMP

Project 1-9

This project enables students to view the IP routing table in Red Hat Linux and to learn more about the route command via the routing tables.

Consider using this project to discuss the versatility of the network functions built into network operating systems. Also, you might briefly discuss the merits of using a network operating system to perform routing functions.

Project 1-10

In this project, students get a brief glimpse of how Windows 2000 server can act as a gateway. If you have a server already set up as a gateway, use this as an opportunity to demonstrate it to students. 

Solutions to the Case Project Assignments

You are employed as a network consultant for the company, Network Design Consultants. Your company consists of 15 consultants who assist all types of organizations with issues involving network planning, design, installation, and troubleshooting. The company works on national and international projects, depending on the currently active pool of clients. 

Currently, your assignment is to work with the information technology department of a new copper and steel products company, called Metal Works, that will have locations in Toronto, Canada and Allenstown, Pennsylvania. 

Perform the following steps:

1. The IT management asks you to give a presentation about networking to the Metal Works management, so that they are prepared to understand why networking is important to the company's business plans. Create a presentation that includes the following:

· An explanation of different types of networks

· A review of networking advances in the last 10 years

· A brief discussion of how the business environment in the United States has affected the implementation of networking

· A discussion of how, in general, networking can benefit companies like Metal Works

Answer: 

Students can provide the Metal Works management with a wide range of information about networks, but should keep their information basic at this point. Here are some tips for presentations that students might make:

· If the resources are available, have students make their presentation using slides or through other electronic resources.

· Students should include explanations of LANs, MANs, and WANs.

· Students should particularly stress that the last 10 years represent the age of the Internet. They should discuss the rapid growth in network connectivity, particularly in the number of users and servers. 

· Students should discuss the evolving world of e-commerce, including how it has grown over the last 10 years. They might provide examples of businesses on the Internet and how products are sold through the Internet.

· A discussion about how networks can benefit companies like Metal Works can include an emphasis on cutting the costs of networking, enabling users to be more productive, enabling connections to resources world-wide through WANs and the Internet, and other benefits. 

2. During your presentation, one of the managers asks what single event in the history of networking has been most influential. What is your reply?

Answer:
In the discussion of the event, students should note what social and technological factors lead up to or caused the event. For example: 

· In many cases, the applications and demands of the public and of businesses have continually created pressure to provide more bandwidth. Also, costs may play a role, because networking costs have regularly decreased in proportion to market growth. Legal rulings also have played a role.

· The rapid development of hardware and the associated logic contained in the hardware has additionally contributed to significant events.

3. The User Support Manager in the IT department is not familiar with some of the basic types of network devices that will be used to help network the company. Briefly describe some of the devices that are likely to be used.

Answer:

Students should describe the types of network equipment that are summarized in this chapter. These are:

· Bridge which is a network transmission device that connects different LANs or LAN segments using the same access method. 

· Gateway which is a network device that enables communications between two different types of networked systems, such as between complex protocols or between different e-mail systems.

· Router which is a  network device that connects networks having the same or different access methods and media, such as Ethernet to Token Ring. It forwards packets and frames to networks by using a decision-making process based on routing table data, discovery of the most efficient routes, and preprogrammed information from the network administrator. 

· Switch which is a device that links network segments and that forwards and filters frames between segments. Originally, switches operated primarily at OSI Layer 2, forwarding on the basis of physical or device addresses, but newer switches also function at OSI Layer 3 and higher.

4. The User Support Manager is also interested in the general steps that go into designing a network. Review some of these steps.

Answer:

The steps that go into designing a network include the following:

1. Understand how a network works in terms of protocols, access methods, and topologies.

2. Understand the physical equipment used in LANs and WANs, such as communications cabling and network devices.

3. Understand basic network design principles, such as structured wiring and structured networking. 

4. Determine the characteristics of an organization that affect network design, which include the following (from the text): 

· What types of computers are used and what are their locations?

· What software applications are used and what network resources are required to run those applications?

· What are the business patterns in an organization and how are those business patterns associated with network use?

· What are the high and low network use periods in an organization?

· What features can be designed into a network to make troubleshooting easier?

· What type of security is needed for the network?

· What growth is anticipated in an organization and in what areas will that growth affect network resources?
Solutions for the Optional Team Case Projects 

1. Western Antiques is a chain of antique stores in five cities on the West Coast. They are considering using the Internet as another outlet for their products. They have hired your company to research the amount of business conducted on the Internet. Form a team of two or three consultants and research Internet commerce statistics for them. In addition, discuss why having an Internet commerce site might be good for their particular business. Consider accessing the Internet as one source of research information.

Answer:
Western Antiques as a retail business must be able to justify the investment in using the Internet for displaying and possibly selling their products. One way of investigating would for them to use a favorite Internet search engine to look on the Internet for other antique dealers who advertise on the Internet and perhaps to contact those dealers to inquire about how using the Internet has impacted their sales.

Most ISPs that provide Internet commerce services such as Web-hosting and associated services will provide statistics as to usage based on several different parameters.

There are many trade-related publications that can be used for background information on growth and use of the Internet for business commerce. There are also several Internet Web sites that provide statistics that show usage and growth of businesses using the Internet.

The rapid growth of the Internet is particularly due to the demands of business for Internet commerce. A growing segment of customers want the ability to conduct their business on the Internet and many businesses recognize this – and are implementing more and more services via the Internet.

Some of the advantages for Western Antiques are:

· Global accessibility

· 24 hour/7 day a week operation

· Good record keeping capabilities

· Reduction in personnel and customer service costs

2. The Gladstone Group is working on a research paper about LANs. They have contacted your company for an analysis of how many ways LANs are used in business, government, and education. Using your team from Team Case #1, develop for them an extensive list describing how LANs are used.

Answer:

From past clients of Network Design Consultants, the different uses of LANs can be listed and categorized according to LAN implementation.

After research, the students’ data may show that LANs are used in the same way for certain groups. Businesses, governmental, and educational organizations all use LANs for the following:

· Word processing

· Desktop processing

· Desktop publishing

· Accounting and finance

· Medical research

· Legal research

· Cataloging library resources

· Viewing videos

· Advertising jobs

· E-mail

· File and print services 

There are some specialized LANs that control environmental systems such as power, air conditioning, and air quality. Other LANs control robots that perform different functions, such as welding, depending on the application. But even specialized LANs are implemented to meet a business, manufacturing, or group need.

Research will show that the initial development of LANs was specialized and was segregated into governmental and educational groups. Business groups are precipitating incredible growth in recent years. As the growth continues, LANs play an important role to ensure the security of business processes and sensitive data. 
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